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Problem
Sense Intellifield delivers software solutions for monitoring drilling operations offshore. High av-ailability of the TCP-based services is crucial to the safety of offshore operations. The SiteCom® Rig system offers high availability by routing traffic to replicating servers. If a server crashes, the traffic is forwarded to a backup server. TCP connections break if a server fails, but the servic-es are available after a short while. The SiteCom® Rig system is dependant of two, state of the art, load balancers. The load balancers are expensive and do not migrate TCP connections or mask errors.
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There are many solutions for robust TCP com-munication, but all solutions require modifications to TCP/IP stacks, operating systems, client or server applications, and/or kernels. There are many open source solutions, but no general approach for different operating systems like Microsoft Windows.
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Solution
We devised a new unique middleware approach for adding robustness to TCP and masking faults, based on a proxy technique that requires changes to opera-ting systems and kernels. We have devised a new platform independent middleware solution that does not require changes to site architecture. The prototype recovers from server failure by migrating TCP connections from a failed server to a surviving backup server. The middleware approach can be added to existing infrastructure without modifying any client or server applications, kernels, TCP/IP stacks, or operating systems.  The middleware, called MigWare, consists of four modules, illustrated in the figure above. 

The sniffer module captures packets in promis-cuous mode, using WinPcap, and forwards them to the parser module which extracts packet data. The packet data is forwarded to the Connection Tracker module that tracks connections. The monitor module monitors services and sounds an alarm if a service becomes unavailable. When an alarm is sounded, the Connection Tracker module initiates a recovery. During the recover, connections are migrated to a backup server providing replicas of the services on the crashed server.
To migrate a connection from one server to another, one has to consider the rules of TCP. Sequence and acknowledgement numbers are randomly generated at TCP stacks. To migrate a connection from one server to another, one has to translate the sequence and acknowledgment numbers, illustrated in the figure below.
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Results

Both the recovery time of connections as well as the added latency by the middleware, determine the usefulness of our solution.
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In the experiments, the average recovery time is 680 milliseconds for 200 connections and the lowest average recovery time is 207 milliseconds for 100 connections. The average recovery time is 456 milliseconds, about half a second. The recovery can be categorized as fast.
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When it comes to latency added, the highest ave-rage value is 893 milliseconds at 200 con-nections and the lowest value is 396 milliseconds at 20 connections. The average latency is 612 milliseconds, just above half a second.
Conclusion
Test results show that a middleware for TCP connection migration is possible and feasible. The results are robust and fault tolerant communications, and high availability of TCP-based services.
Our new middleware approach to TCP connec-tion migration can in many cases replace expen-sive third party software and hardware. MigWare shows how our technique can be deployed in a simple manner, without requiring changes to existing site architecture. The simplicity and im-mediate applicability of the technique proposed in this thesis make it attractive for adoption in a number of cases. A consequence is that com-panies can gain economic advantages and free-dom to choose platform when providing robust and fault-tolerant communication solutions, because they are not dependant of expensive platform dependant third-party solutions.
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